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Dec 4, 2017 
 
Association of Canadian Advertisers    Canadian Media Directors’ Council 
95 St. Clair Avenue West, Suite 1008    61 Castle Frank Crescent  
Toronto, Ontario      Toronto, Ontario  
M4V 1N6       M4W 3A2 

 
 
Re: Submission for the Consultation on consent under the Personal Information and Electronic 
Documents Act released by the OFFICE OF THE PRIVACY COMMISSIONER OF CANADA  
 
 
 
Thank you to the Policy and Research Group of the Office of the Privacy Commissioner of Canada for opening a 
dialogue on the current consent model and allowing submissions for input. The Association of Canadian 
Advertisers (ACA) and the Canadian Media Directors’ Council (CMDC) has read and understood the Office of 
the Privacy Commissioner’s Consultation Procedures and should be considered under category of “advocacy 
group”.1   
 
 

 

 

 

Ronald S. Lund       Janet Callaghan 
President & CEO      President     
Association of Canadian Advertisers    Canadian Media Directors’ Council 
rlund@acaweb.ca        js.callaghan@sympatico.ca  

                                                 
1 Policy and Research Group of the Office of the Privacy Commissioner of Canada. Notice of Consultation and Call for 
Submissions on Draft Consent Guidance Documents, online:https://www.priv.gc.ca/en/about-the-opc/what-we-
do/consultations/consultation-on-consent-under-pipeda/consent_notice-avis_201709/.  
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I. Introduction 

The Association of Canadian Advertisers (ACA) is Canada’s premier marketing association, open to Canadian 
marketers, and dedicated to ensuring that their perspectives are heard, understood and respected. Our association 
is the only professional trade association solely dedicated to representing the interests of client companies that 
market and advertise their products and services in Canada. Our members, over 200 companies and divisions, 
represent a wide range of industry sectors, including manufacturing, retailing, packaged goods, financial services 
and communications. They are the top advertisers in Canada with collective annual sales of more than $300 
billion.  

The Canadian Media Directors’ Council (CMDC) is an independent organization of media professionals 
representing advertising agencies and media management companies, working to advance the effectiveness of 
media advertising in Canada. Its members account for approximately 80% of the total media ad spend transacted 
annually in Canada. 

Both of our organizations’ interests are aligned on this matter and so we have chosen to file this submission 
jointly. Together we are Canada’s advertising industry – the professionals who plan, create, produce and 
purchase the advertising of the vast majority of products and services in our country.  

This submission sets out the considerations and recommendations of the ACA and CMDC in response to the 
Office of the Privacy Commissioner of Canada’s call for comments on the draft guidance documents Obtaining 
meaningful online consent,2 and Inappropriate data practices – interpretation and application of subsection 
5(3),3 and is intended to provide assistance to the Office of the Privacy Commissioner in upholding the Personal 
Information Protection and Electronic Documents Act and protecting the right of Canadians to  privacy and the 
protection of their personal information, while respecting the right of Canadian marketers to commercial free 
speech, and their reasonable need to collect, use and disclose personal information, as well as non-identifiable 
information, in the course of their legitimate activities.  

II. Questions  
 
The Office has asked submitting organizations to answer several key questions. At a high level, we would 
respond to these questions as follows, with our more detailed comments appearing in Section III of this 
submission. 

1. Is the guidance clear? 
 While the guidance is clear, we nonetheless have concerns that the guidelines in several places 

are overly broad, set out unduly prescriptive requirements which will be difficult to implement 
in practice, and fail to adequately consider that the circumstances of the individual, their 
consent, and the activities of the organization may lead to different considerations, and alternate 
approaches that are equally appropriate in the circumstances. Moreover, the Guidelines, in some 
instances, impose an inflexible, “one size fits all” approach. This is evident in particular in 
certain of the “no-go” zones and the proposed requirement for “yes/no” options. Our 
suggestions for addressing these areas of improvement are detailed in our submission. 

 
 
 

                                                 
2 https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-consent-under-
pipeda/gl_moc_201709/  
3 https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-consent-under-pipeda/gd_53_201709/  

https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-consent-under-pipeda/gl_moc_201709/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-consent-under-pipeda/gl_moc_201709/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-consent-under-pipeda/gd_53_201709/
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2. Is the guidance useful to your organization, in terms of guiding behaviour, or to you as an individual in 
exercising your rights? 
 While it is helpful to have additional guidance documents to refer to, we believe greater 

flexibility and contemplation of the circumstances of individuals and organizations, and the 
diverse approaches they may take to obtain consent is needed to ensure the Guidelines do not 
impose unduly restrictive considerations on diverse organizations and practices. Unduly 
prescriptive guidance has the potential to depart from the balancing between privacy and 
business practices inherent in PIPEDA as it is actually drafted. 

3. Of the solutions identified in this guidance, have we struck an appropriate balance between individuals’ 
right to privacy and companies’ legitimate need for personal information? Why or why not? 
 No. We consider the draft guidance to be unduly restrictive in a number of respects, and not to 

appropriately consider companies’ legitimate need for personal information. We expand on our 
concerns identified above in the remainder of this submission. 

4. Are there gaps that have not been identified in the guidance that require further direction from the 
OPC? 
 Yes. In our previous submission we have raised concerns regarding overly broad interpretations 

of what constitutes personal information. These overly broad interpretations have the potential 
to undermine the ability for individuals to protect their privacy and for organizations to collect 
information. Such approaches also have the potential to undermine the efforts of marketers to 
combat advertising fraud, particularly when applied to de - identified or non - identifiable 
information. Our concern is that this situation could lead to greater incentives on the part of 
entities committing fraud to violate individual privacy in an effort to evade detection by 
marketers. 

5. Are there any areas of the proposed guidance that your organization would have serious difficulty 
implementing? If so, please explain why and whether this can be mitigated. 
 The proposal that individuals must have a “yes/no” option will have the effect of converting 

every request for consent into a functional opportunity for an individual to withdraw consent, 
which will lead to confusion for the consumer. Importantly, this proposal as drafted would also 
override the well-established concept of implied consent, which is expressly contemplated in the 
text of PIPEDA, and the existing judicial decisions. These impacts could be mitigated by 
positioning a “yes/no” option as one of a number of optional tools organizations may employ to 
seek clear consent, selecting the appropriate approach depending on the circumstances.   

 Further, in a number of places, the Guidelines impart knowledge on the organization that the 
organization cannot be reasonably expected to have. For example, “risk of significant harm” 
contemplates reputational harm, which while admittedly a serious harm, and something that can 
be assessed in the specific context of a breach, may be impossible to warn of at the consent stage 
in anything other than very general terms. Such considerations are best left to the individual.  
Similarly, the suggestion that policies and notices be “easily accessible from all devices the 
individual may be using” is impossible to comply with, as it is impossible to foresee what 
devices an individual may use, or what devices may be developed, in the future.  Rather, it 
would be appropriate to require notices to be effective and accessible considering the devices for 
which an organization’s products and services are designed or intended. Overall, these 
inclusions are broader than what our industry has had guidance on up until now, and should be 
revised to further contemplate the diverse circumstances in which individuals and organizations 
may find themselves.  
 



4 | P a g e  
 

6. How long will it take for your organization to implement the guidance recommendations into your 
policies and practices? 
 The difficulty and time that it would take an organization to implement these guidelines would 

vary vastly depending on the nature of the organization. 
 The ACA and CMDC support the DAAC’s AdChoices program which already closely mirrors 

the requirements set out in PIPEDA and the existing OBA guidelines issued by the OPC, and 
therefore we are confident our coalition is providing companies with the support they need. 
However, as we describe, the concept of “risk of significant harm” as a no-go-zone, as well as 
the other considerations we raise in this submission, require further contemplation and revision 
in order recognize the legitimate interests of business as set out in PIPEDA.  

III. Commentary 

PIPEDA already creates a high bar for meaningful consent given the complexity of possible collections, uses, 
and disclosures of personal information that may occur in the online context. ACA and CMDC have decided to 
focus on providing commentary on the proposed creation “no-go” zones, and the Seven Guiding Principles for 
Online Consent, Section 3; Provide individuals with clear options to say ‘yes’ or ‘no’. 

i. Draft guidance: Inappropriate data practices – interpretation and application of subsection 5(3) 
No-Go Zones 

The ACA and CMDC are concerned that certain aspects of the OPC’s proposal of “no-go” zones is unduly rigid 
and inflexible. While the collection, use and disclosure of personal information under PIPEDA must be for 
purposes a reasonable person would consider are appropriate in the circumstances, the creation of no-go zones 
that are unduly broad or drafted in an inflexible manner without due regard to the actual circumstances of a 
collection, use or disclosure of personal information and the attendant consent obtained in respect of it, risks 
substituting the opinion of the OPC at this time for the informed and freely given consent of individual 
Canadians in respect of their personal information, and the goods and services they wish to receive. This has the 
danger of undermining, rather than supporting, the consent model, and does not provide a model which includes 
“flexibility and variability in accordance with the circumstances”, in accordance with judicial interpretation of 
section 5(3) of PIPEDA.  

In particular, we would draw attention to No-Go Zone 1, “Collection, use or disclosure that is otherwise 
unlawful”. This section cites Bill S-201 (An Act to Prohibit and Prevent Genetic Discrimination). While the 
OPC will be aware this legislation has received royal assent and as such the draft Guidance is already dated, it 
will also be aware that this legislation will likely be the subject of a constitutional challenge or review. 
Incorporating this legislation into the Guidance has the potential to establish no-go zones based on legislation 
which may ultimately be found to be unconstitutional. We also observe that this no-go zone is not consistent  
with the OPC’s Guidance on Direct to Consumer Genetic Testing, rather those Guidelines appear to be flagged 
as under review, and the no-go zone in the proposed inappropriate data practices Guidance simply declares any 
requirement to undergo a genetic test, or disclose the results of a genetic test, “has been deemed to be a No-Go 
Zone”. We observe that the draft guidance lacks even the exceptions for medical practitioners, pharmacists, and 
the conduct of medical, pharmaceutical or scientific research contained in the federal legislation. We submit 
that a more appropriate no-go zone would be requiring an individual to undergo or submit the results of a 
genetic test as a condition of providing goods or services unless the use of a genetic test is reasonably necessary 
to the provision of those goods or services. For example, fairly disclosed consensual direct to consumer genetic 
testing should be permitted, as should pharmaceutical and medical services and research that may have a 
legitimate need for genetic testing.  
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Secondly, we consider the guidance on a “no-go” zone based on “significant harm” in need of further 
consideration. Overall, in its current form, the guidance is unduly broad, placing on the organization a 
responsibility to determine whether broad harms may result from consensual and informed activities of an 
individual, and establish privacy “no-go” zones as a result. Whether an individual may experience “harm” as a 
result of their actions is highly dependent on the circumstances of the individual. To provide examples, 
individuals may harm their personal and professional relationships by choosing to behave in an inappropriate 
manner in a public forum such as a social media platform. Similarly, the frequency with which a consumer 
applies for financial products, and the financial products they hold, may have a negative, and entirely legitimate, 
impact on the individual’s credit score. We do not believe it is the intention of the OPC to capture such 
activities in a “no-go” zone; however the guidance as drafted could capture it. We would suggest relating this 
no-go zone to harms that result from malicious or unlawful activity on the part of the organization.    

ii. “Principle 3. Provide individuals with clear options to say ‘yes’ or ‘no’ 

The draft guidelines state prescriptively that “Individuals must be provided with easy ‘yes’ or ‘no’ options when 
it comes to collections, uses or disclosures that are not integral to the product or service they are seeking”and 
“For a collection, use, or disclosure to be a valid condition of service, it must be integral to the provision of that 
product or service such that it is required to fulfill its explicitly specified and legitimate purpose. Organizations 
should be transparent and prepared to explain why, any given collection, use or disclosure is a condition of 
service, particularly if it is not obvious.” 

The proposal that individuals must have a “yes/no” option will have the effect of converting every request for 
consent into a functional opportunity for an individual to withdraw consent, which will lead to confusion for the 
consumer. Importantly, this proposal as drafted would also override the well-established concept of implied 
consent, which is expressly contemplated in the text of PIPEDA, and the existing judicial decisions. These 
impacts could be mitigated by positioning a “yes/no” option as one of a number of optional tools that 
organizations may employ to seek clear consent, selecting the appropriate approach depending on the 
circumstances.  As drafted, the proposed guidelines phrase this as a mandatory approach that “must” be 
implemented.  
 
Providing that individuals must have a “yes/no” option will have the effect of converting every request for 
consent into a functional opportunity for an individual to withdraw consent, leading to confusion for the 
consumer. While individuals of course have the right to withdraw their consent and organizations must respect 
and allow individuals effective means to exercise this right, converting all requests for consent into a binary 
“yes/no” option would be unduly restrictive. We observe that implementing this guidance, which is currently 
phrased as a requirement - without regard to context rather than a tool that may be used in some cases - would 
entail a requirement to significantly revise online collections of information, as well as how information is 
processed following the submission of a “no”. This represents a significant cost of both time and resources for 
organizations, and would contend that an individual’s consent is equally clear where they have an affirmative, 
express and un-assumed option to say “yes”, with silence, or inaction, being insufficient to provide consent- in 
essence a “no”. For example, an individual who proactively clicks an initially unticked and optional box clearly 
and affirmatively stating they wish to receive promotional email has expressly consented to the receipt of email 
for the purpose of PIPEDA, even in the absence of a parallel opportunity to affirmatively say “no”. In such a 
case, it is clear that the individual has understood the nature, purpose and consequences of their consent and has 
freely exercised their choice.  
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We also observe this inclusion is inconsistent with the very concept of implied consent, which both the text of 
PIPEDA, the previous guidance of the Office of the Privacy Commissioner, and the courts, have recognized as 
an appropriate form of consent under PIPEDA in some circumstances.  

We believe this concern could be mitigated by clarifying that “yes/no” options are appropriate tools, among 
others, that organizations may use to obtain consent, rather than an approach which “much be provided”.  

 

 

 

Ronald S. Lund       Janet Callaghan 
President & CEO      President     
Association of Canadian Advertisers    Canadian Media Directors’ Council  

 


